To protect users from numerous password inference attacks, we invent a novel context aware privacy enhancing keyboard (PEK) for Android touch-based devices. Usually PEK would show a QWERTY keyboard when users input text like an email or a message. Nevertheless, whenever users enter a password in the input box on his or her touch-enabled device, a keyboard will be shown to them with the positions of the characters shuffled at random. PEK has been released on the Google Play since 2014. However, the number of installations has not lived up to our expectation. For the purpose of usable security and privacy, we designed a two-stage usability test and performed two rounds of iterative usability testing in 2016 and 2017 summer with continuous improvements of PEK. The observations from the usability testing are educational: (1) convenience plays a critical role when users select an input method; (2) people think those attacks that PEK prevents are remote from them.
Introduction
The touch-screen enabled devices have been a popular target of network attacks. Sensitive information like the passwords entered on mobile devices can be stolen by attackers by exploiting the soft keyboard. For example, in residue-based attacks [1] [2] [3] [4] [5] , the tapped keys can be inferred from the oily or heat residues left on the touch screen, the order of which can also be determined by measuring the heat residue left on the touched positions. In computer visionbased attacks [6] [7] [8] [9] [10] [11] [12] , the interaction between the hand and the keyboard is exploited. The hand movement and the finger position indicate which keys are being touched [10, 11, 13, 14] . In sensor-based attacks [15] [16] [17] [18] [19] [20] [21] , with the help of the accelerometer (acceleration) and gyroscope (orientation), a malware senses the slight motion of a device when the user types different keys.
To defeat the attacks introduced above, we invent a novel context aware privacy enhancing keyboard (PEK) for touchenabled devices. It can be observed that these attacks are possible in that the keys of the keyboard are at the fixed position. With PEK, we shuffle the positions of the characters on the keyboard. Whenever a user of a touch-enabled device is to type the password, a randomized keyboard is shown to her. In other words, the user is presented with a randomly shuffled keyboard each time she taps a password. We maintain the usability of PEK through a context aware feature: a randomized keyboard shows up only when a user taps a password or pin. PEK shows a normal QWERTY keyboard or a system default one when a user inputs text like an email or a message. We are the first to design a generic randomized keyboard for the Android system though the idea of randomizing the key layout is not new [22] . One version of PEK is implemented as a third party keyboard for Android and can replace the system keyboard once it is installed. Therefore, once PEK is chosen as the default keyboard, it can be used by any app.
After our presentation at Black Hat USA [10] , we released PEK as a free Android app to Google Play in August 2014. Until the time of writing, it has been downloaded 2352 times. We have released 7 versions with corrected bugs and improved interface. Of them, PEK 1.0 is based on an Android code example. PEK 2.x.x and later versions are based on OpenWnn [23] with fixed bugs. The current version of PEK is 3.2.3.3.
For the purpose of usable security and privacy, we designed an iterative usability test to evaluate the user experience of PEK and to explore the reason for the lukewarmness of using PEK. Each iteration of usability test is a two-stage study: a pilot study and a main study. We randomly select participants to reflect different behaviors of Android users. The pilot study uses surveys and interviews and involves a small number of people for us to understand potential usability issues of PEK. We then add features to PEK based on the results of the pilot study and use the main study through a web survey hosted at Amazon Mechanical Turk to understand the usability of the improved PEK. For surveys performed through Amazon Mechanical Turk, we contact the users to make sure that they install PEK and complete our survey questions. We performed two rounds of usability test in 2016 summer and 2017 summer, respectively. After the two rounds of usability testing and app improvements, most users report the app is easy to install, configure, and use. The other observations from the usability testing are also educational: (1) convenience plays a critical role when users select an input method; (2) people may think those attacks that PEK prevents are remote from them and the risk from those attacks is small. The usability test demonstrates the worrisome phenomena that many users blindly trust their phones for security or are not much concerned with the possible breaches. These phenomena demonstrate the human factor that contributes to the vulnerabilities of the cyber space.
An early version of the usability testing of PEK is presented in [24] . In the conference version, we design a twostage usability test and perform the first usability testing to evaluate the user experience of PEK. In this journal version, we present the detailed algorithms and techniques used to implement our privacy enhancing keyboard and the second usability testing to further evaluate the user experience of updated PEK. Related work and new experimental evaluation are presented in this extended version.
The rest of this paper is organized as follows. The design and the implementation of the third party keyboard of PEK will be introduced in Section 2. In Section 3, we present the methodology applied in the usability test and the results from the first usability testing. The second usability testing and results are presented in Section 4. We review the most related work in Section 5 and conclude this paper in Section 6.
Privacy Enhancing Keyboard
We introduce the basic idea of the privacy enhancing keyboard in this section. Then we present the technique details of PEK implementation and elaborate how to install and configure the PEK for Android.
Basic Idea.
To thwart diverse attacks such as residuebased attacks, computer vision-based attacks, and sensorbased attacks, we shuffle the positions of the keys of a software on a touch screen to ensure that a randomized keyboard is shown to a user every time she enters a password. Therefore, the particular keys will not be easily inferred even though there is finger, oily, or thermal residue left on the screen. Moreover, vision-based attacks do not work since a touched position by a finger no longer matches a fixed key. The vibration and orientation information provided by an accelerometer does not help establish profiles for particular keys. Figure 1 shows the basic idea and the workflow of PEK constructing a keyboard when a user touches an input box. The first step is to inspect the property of this input box to see whether it is a nonpassword or password input box. A QWERTY keyboard is shown if a nonpassword input box is identified. If a password input box is identified, we parse the property of the keys from a XML file, which stores the layout of the keyboard, and then change the label and value of the keys so that the positions of the keys are shuffled.
There are two versions of PEK that we implemented. (1) One version is a third party keyboard that can be implemented as an Android App for Google Play and installed to an Android device. Once enabled, PEK runs as an Android service in the background. A user can use the Android input setting menu to enable PEK while the location of the input setting menu could vary from device to device. Before PEK 3.0, it is the user's responsibility to find the input setting menu according to the generic introductions we provided at Google Play. (2) We are also able to revise the source code of the Android system default keyboard and the unlock screen Wireless Communications and Mobile Computing   3 keypad, recompile the entire Android project, and flash the system into the device. Apparently, the usability of such an implementation is an issue since most users do not have the capability to recompile the Android system and flash it into their devices. For completeness, we also introduce such an implementation of the unlock screen keyboard while the focus of our usability testing will be the third-party keyboard version of PEK.
We have two challenges for implementing a useful privacy enhancing keyboard.
(i) First, how can we generate a randomized keyboard?
That is, what is our privacy enhancing technology? (ii) Second, how do we identify the type of input box in order to show an appropriate keyboard? That is, how do we implement the context aware technology?
We answer these two questions in the following subsections.
Privacy Enhancing Technology.
A general software keyboard contains three components, denoted as subkeyboards. The primary subkeyboard is the QWERTY keyboard, which is the most common keyboard layout. The second subkeyboard is the numerical keyboard that may also contain some symbols. The last subkeyboard is a symbol keyboard that contains special symbols. The layout of these three subkeyboards is stored in a XML file, which records the positions, labels (the text to display), and values (such as ASCII codes) of the keys. This keyboard is often used as the system default keyboard. The system generates the default keyboard in this way: the keys will be read from the XML file one by one and put at a right position. To randomly shuffle the keyboard, we just need to change the label and value at a particular position on a keyboard that is defined in a XML file. Recall that an XML file defines a sequence of position, label, and value, corresponding to all the keys. We do not change the overall size of the keyboard and just change label and value at position. Figure 2 illustrates the randomly shuffled keyboard.
Context Aware Functionality.
To correctly identify the type of the input box, we can take advantage of the input box properties. The Android class "EditorInfo" can be used to detect the type of input box. In our case, "TYPE NUMBER VARIATION PASSWORD," "TYPE TEXT VARIATION PASSWORD," "TYPE TEXT VARIATION VISIBLE PASSWORD," and "TYPE TEXT VARIATION WEB PASSWORD" are used to identify the password input box. The first type is the variation of "TYPE CLASS NUMBER," while these late three types are the variations of "TYPE CLASS TEXT." Once the password input box is triggered by the user, a new randomized keyboard will be constructed. As a result, the user presented a different randomized keyboard every time she presses the password input box.
Randomization of the PIN Keypad.
Although a third party keyboard can be chosen as the keyboard for the unlock screen, we also design and implement a randomized pin keypad for the unlock screen. The implementation of such a keypad involves the revision of the Android system files. For completeness, we will present its design and implementation. However, we will skip it for the usability testing since it is impossible for general users to change the Android source code.
Algorithm.
Once the PIN mode is selected as a screen lock scheme, the system will provide a soft minikeyboard, that is, keypad, for the user to input a 4-digit pin. There are 10 digits on the keypad. The key icon is used to show the digits on the buttons instead of a key label. As a result, we need to not only randomize the key code but also change the corresponding icons for keys at different positions. Figure 3 illustrates the randomized keypad on a Google Galaxy Nexus phone. Figure 3 , an 11-button keypad would be used if the PIN mode is set up as a screen unlock scheme. This keypad is a specially designed keyboard for the PIN mode instead of a keyboard for the system default input method. We revised the overridden method "createKeyFromXml()" in the code file "PasswordEntryKeyboard.java" to modify the key properties after the key constructor is called. However, the digit shown on the button in Figure 3 is a key icon. Consequently, we need to modify the key codes and corresponding key icons rather than key labels. We store the values of the key icons, that is, R.drawable.sym keyboard num1, R.drawable.sym keyboard num2, and so forth, into an array. We also use the method Resources.getDrawable to derive the specific key icon and replace the original key icon. Finally, we recompile the source code of the entire Android project to implement this functionality.
Installation and Configuration.
We implement the PEK and release it on the Google Play Store. PEK can be found by searching for either "PEK" or "privacy enhanced keyboard" on the Google Play Store. The downloading process should be fast and relatively quick. At Google Store, we give a general introduction to how to configure the settings of an Android device and use PEK.
Evaluation of Input Time of PEK.
To measure the input time of the PEK, we recruit 20 students, 5 female students, and 15 male students, whose average age is 25 years old. We implemented a test password input box and generated 30 random four-letter passwords. The students were required to input these 30 passwords using a QWERTY keyboard and a shuffled keyboard, and the test app recorded the user input time. Table 1 shows the results of our evaluation and Figure 4 gives a box plot of the input time of the two different keyboards. The median input time is around 2.2 seconds on the QWERTY keyboard and 5.9 seconds on the shuffled keyboard. The success rates of users inputting four-letter passwords on both keyboards are high, except for the PEK with a lowest rate. The participants in our experiments think PEK is acceptable if it pops up the randomized keyboard only for sensitive information input.
First Usability Testing
In this section, we introduce our two-stage usability study of PEK: the pilot study and the main study. The first such usability testing was performed in 2016 summer. Though similar to the former, the latter differs from it in the greater number of participants, questions, and other measurements. Generally speaking, it is not necessary to involve many participants in either the interview or the focus group study. During the process of study, we keep a good balance of the qualitative and the quantitative results. Besides the traditional qualitative research such as interview and focus group, we apply various methods to get quantitative information about users from different aspects. For example, the face-toface interaction with participants enables us to get detailed information about their views on the interview questions while a web survey covers a larger number of target users and provides quantitative and statistic results.
Pilot Usability Test
3.1.1. Methodology. There are two sessions in the pilot usability test, serving as the base and precondition to the later main usability test. The first session consists of a presurvey with 10 questions, an interview with 5 open ended questions, and a postsurvey with 4 questions. Multiple-choice questions are common in the two surveys with easily interpreted and classified answers. The second session follows two or three days after the first one, which is composed of 10 open ended questions. The interview is designed for the record of the answers and partly for the timing of participants installing and configuring PEK. The pilot study tries to address three major issues as follows.
(i) PQ1: after the release of PEK, some users complain on Google Play about the difficulty of the configuration process. Thus, we would like to investigate into the following two questions. How easily can users install and configure PEK onto their smart devices? Does the complicated installation and configuration process discourage them from using PEK?
(ii) PQ2: due to the lack of interest and awareness of protecting privacy, people may have little demand for PEK. Such inference reminds us of another question:
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Answers to Question PQ1. Users have no difficulty in finding PEK on Google Play and installation. Nevertheless, they do have problems in configuring it. Table 2 shows the time of installation and configuration during the pilot test. Apparently both spend more time on configuration. It is the researchers who give them additional instructions and help them successfully configure PEK. The participants fail to find a PEK application icon and get confused when the randomized keyboard does not show up when they log in to one of their accounts like an email. The complicated configuration process frustrates the participants and discourage them from configuring PEK.
Answers to Question PQ2. Neither of the participants have any security enhancements on their smart phones. Thus, they think it is unnecessary to use PEK since there is no sensitive information on their phones. According to Participant 1, using applications and services which request important or sensitive information on laptop or desktop instead of smart devices can be regarded as his only way of the security precaution. However, both the participants admit they are among target audience of PEK for they are educated about mobile security and precautionary measures.
Answers to Question PQ3. After two to three days in the second session of the test, Participant 1 and Participant 2 hold different views on whether the extra time they spend is worth protecting privacy. Participant 1 predicts that nobody would prefer a randomized keyboard with no keys in the fixed position than a regular QWERTY keyboard with keys in the same position, which is familiar to users. Using PEK is a challenge to multitask. For instance, if a user is on the walk, typing in a randomized keyboard is rather difficult.
Using PEK wastes time, especially when the mobile phone goes sleep again and again when users attempt to enter their password. The repeated action of entering password and the wasted time frustrates Participant 1. Different from Participant 1, Participant 2 holds positive views on the use of PEK for its practicability and dependability. He regards PEK as a hand that covers the password, sparing users' trouble of covering with their own hands. Two observations can be made from the pilot usability test.
(1) The configuration of PEK is a great challenge for both participants, which demands more instructions on the Google Play Store for users to follow and an icon for them to click when opening PEK. As can be seen from the test, neither of the participants succeeds in using PEK without the help of researchers because they waste time looking for a nonexistent icon.
(2) Since Participant 1 mentions the difficulty of using PEK when unlocking mobile phones with multiple tasks, we decide to create a separate button on the privacy enhanced keyboard disabling PEK quickly. In this way, if a user would rather use a regular QWERTY keyboard than a randomized one when unlocking the mobile phone, the button should help him. Answers to Question MQ1. The aim of this question is to find out whether the most frequent activities performed by mobile smart device users involve their personal sensitive information. Mobile banking, online shopping, and social network increase the possibility of sensitive personal information being stolen. Figure 6 depicts the statistics from the web survey. Internet use is at the top with 8%. 5.4% of the web survey participants shop online. 5.7% of them use mobile banking and 7.1% use social networking sites. All the three activities may contribute to personal information being leaked and an account being hacked. If participants intend to protect their information involved in the activities, they should be a part of PEK's target audience.
Main Usability Test

Answers to Question MQ2.
A user who has no other security precautions on her device is not likely to utilize PEK. What matters most is not the amount of security precautions, but the users' awareness of protecting their personal information from the potential attacks. Figure 5 illustrates the distribution of security precautions web survey participants implement on their devices. At 20.55%, automatic screen lock after a certain amount of time is the top answer. More questions therefore arise after the results of these particular questions. Are smart device users unconcerned with security? Or, are they uninformed of the security problems on the devices and the potential attacks? Answers to Question MQ3. This question is designed to figure out whether or not the web survey takers are aware of the potential attacks to their own smart devices. Based on the results, we can have judgment between two reasons for users' low awareness of security-lack of education about attacks and unconcern with security. The answers to the question vary by the degree to which the web survey takers are concerned with security. The top answer at 36.59% is "probably yes," followed by "maybe" at 29.27% and "probably not" at 20.05%. It is noteworthy that the rate of the degree of protection on the mobile devices might not match how well they are really protected. What worries us is exactly the high level of certainty they show about protecting their smart devices. Figure 7 demonstrates the distribution of answers to the question of how well protected their smart devices are.
Answers to Question MQ4. It surprises us a lot that users show great interest and willingness in taking more measures to protect their devices from attacks. Despite that few of them really implement more security precautions, such a result could be a good beginning. Figure 8 shows the distribution of the answers to this question. 37.67% of the web survey takers answered "probably yes," with 30.62% of "maybe" and 19.24% of "definitely yes." These groups of people can be potential PEK users under the premise of ensured user experience and security. 
Improvements in PEK 3.x.
We have noticed in the pilot usability test that it is the configuration process that takes participants long time, during which they fail to find the PEK application icon on the smart phones. We add an icon of PEK to the Android home screen as shown in Figure 9 so that a user can tap it and finish configuration as shown in Figure 10 .
To set PEK as a keyboard, a user can click the "Open Android Input Settings." Moreover, many participants think it is inconvenient to use PEK in specific circumstances since PEK cannot be learned. So, we take their suggestion to create a new button enabling them to turn on/off the randomization of PEK. As is shown in Figure 11 , we implement a random toggle button on the keyboard in order that users can choose between a regular keyboard and a randomized keyboard according to their own wishes.
Second Usability Testing
In 2017 summer, a second two-stage usability test was conducted by another researcher, who performed interviews and surveys. The format is similar to the format of the first usability test. The first test is an interview-based pilot usability test that is done to pinpoint issues. Data collected from the pilot test is used to help form a web survey. The second test, that is, the survey-based main usability testing, is conducted after PEK is improved based upon the pilot study.
Participants
Pilot Usability Test. There are 12 participants, 6 males and 4 females, for the phone based interview. Ages range from 17 to 54. 50% of the participants are iOS users, 30% are Android users, and 20% are both iOS and Android users. For this test a Samsung S8 is provided by the interviewer for them to Main Usability Test. The main usability test had 281 participants. There are 163 male and 118 female participants. Participants range from 18 to 65 years old and are from various backgrounds. Figure 13 shows the age distribution. All of them are Android users because it is a requirement for the web survey, also because the PEK is only currently available for the Android platform.
Pilot Usability Test.
The pilot test had all of the participants interviewed in person. The interview task was to install and configure PEK on the Samsung S8, with minimal help from the interviewer. Participants were encouraged to think aloud and ask any questions if needed. The goal of the interview was to find any common problems that arose when participants were using the PEK. Halfway through the study, there was a realization that some of the participants were not familiar with the Android operating system or smart phone operating system in general. To compensate for this lack of familiarity, there was a step-by-step print-out of the whole installation and configuration process of the PEK (screen by screen). The print-out is called clipboard for participants that did not want to or did not know how to use the Samsung S8. In this interview, via the clipboard, participants were asked what steps they would take to download and configure the PEK successfully. There were only two participants for this type of interview. If the participant answered correctly, they were allowed to proceed to the following page. The participants were also encouraged to think aloud and ask questions like the ones in the S8 interview. However, if they could not get to a certain point without asking too many questions, the clipboard was taken away, and the test was followed by the interviewer asking for feedback on their experience of the PEK itself.
Four major issues in the pilot test are addressed and the installation as well as configuration time for the updated PEK is evaluated.
(i) PQ1 : have you heard of the PEK application? As shown in Figure 14 , most of the participants never heard of the PEK so an explanation is needed.
(ii) PQ2 : did you view the visuals on the Google Play Store? As shown in Figure 15 , the belief of "not being able to configure the app" was drawn from the participants not paying attention to the visuals. or familiar with operating their own device, this could also be a reason why they could not set up the PEK.
(iv) PQ4 : do you have security on your phone, such as a pin or password? As depicted in Figure 17 , if participants are password or pin users, they can be key candidates to utilize the improved PEK.
(v) Installation and configuration times: as seen in Figure 18 , on average it takes everyone interviewed 22 seconds to install the app and 118 seconds to configure the keyboard. Overall, it takes participants approximately 5 times longer to set up the keyboard compared to their installation time.
Main Usability Test.
This test is formulated after common issues are discovered by the participants in the pilot test. The issues are fixed, and then a survey for only Android users is published. Improvements to the PEK are as follows.
(i) Fixing program bugs. Apparently nobody wants to use an app that crashes all the time.
(ii) Enhancing and adding to settings (on-screen instructions for configuring the PEK). As shown in Figure 12 , we add the on-screen instructions in the configuration app and instruct the users how to configure and use PEK.
The web survey is hosted by Amazon Mechanical Turk. This survey allows the participants to install and configure the PEK alone, while leaving feedback. Each participant is allotted 40 minutes to complete the survey. Each participant is also compensated for their genuine and honest feedback. Newly formulated questions for the web survey are as follows.
(i) Do you know how to use your smartphone? If participants do not feel comfortable with operating their smartphone, that can be part of the issue as to why they could not configure the app. (ii) How often do you enter a password or pin on your phone a day? If the participants enter their passwords daily at a high frequency, the PEK will be a perfect fit for them. (iii) Did you follow the on-screen instructions after you installed the app to help configure the PEK? With the new update, the user would be forced to view the instructions on how to set up the keyboard. This is better than the visuals on the app store because users are now obligated to look at it. This is different from the app store previews because users are not forced to view the visuals to install the app.
The web survey is broken down into two parts. The first quarter of the survey was strictly demographic questions and the rest of the survey is about the users' experience with the PEK. In this test, the following ten major issues are addressed.
(i) MQ1 : do you understand how to use your smartphone? As shown in Figure 19 , 58% thoroughly understood, 34% mostly understood, 8% somewhat understood, and less than 1% either somewhat or mostly did not understand. Because of these findings being very similar to the comfortability question in the pilot test, it is clear that issues with the PEK had nothing to do with the users' understanding of their own device.
(ii) MQ2 : on a scale of 1 to 10, how would you rate the ease of installing the PEK app? (1 being extremely hard, 10 being extremely easy.) As can be seen in Figure 20 , 49% of the participants rate the ease of installing the PEK 8 or higher. Just like the results of the pilot test, the installation is relatively easy.
(iii) MQ3 : on a scale of 1 to 10, how would you rate the ease of setting up the PEK (before actually using it)? (again 1 being extremely hard, and 10 being extremely easy).
As depicted in Figure 21 , 56% of the participants feel that the configuration process is relatively good. The comments for the ratings being an 8 or higher include "no problems at all" or "nothing." Some of the lower rated comments about the configuration complain that there is "too much/too little information" or would like that it could "show more pictures."
(iv) MQ4 : did you use the on-screen instructions to set up the keyboard? Suggestions to have on-screen instructions from the pilot test took on a liking in the main usability test. As seen in Figure 22 , close to 90% utilized the on-screen help for configuring the app.
(v) MQ5 : were the instructions helpful? This question is displayed if "yes" is selected to MQ4 . As shown in Figure 23 , 99% of the participants who use the instructions think they are either helpful or somewhat helpful. Only 3 participants, who belong to the 1%, do not think they are. One of them says "I am still unable to understand how to use this. There should be a tutorial or user guide for the same or help tool," and the others left no feedback.
(vi) MQ6 : were you able to configure the keyboard without any problems? This question is displayed if "no" is selected for MQ4 . As shown in Figure 24 , only 65% are able to successfully accomplish the setup without the instructions. (vii) MQ7 : did you go back to follow the instructions for help or attempt to solve them yourself? This question is displayed if "yes" is not selected for MQ6 . As depicted in Figure 25 , 62% are able to set up the PEK on their own successfully, while the remaining 38% have to turn back to the instructions. The main issue for the ones who have to return to the instructions is locating the keyboard icon to switch keyboards outside of the settings.
(viii) MQ8 : the PEK is useful. As depicted in Figure 26 , 88% of the participants fall within the agree range. Some of their comments also include "[liked] the idea of PEK [and] will definitely use it," "nothing was confusing," and "effective keyboard." For the participants that fall into the 12%, their responses include "could not get PEK enable[ed]" and "[the PEK] barely gives any predictions correctly."
(ix) MQ9 : would you recommend the PEK to anyone? As seen in Figure 27 , 67% of the participants are either willing or definitely would recommend the PEK to others. However, the remaining 33% are not guaranteed or will not at all. This is a motivation to improve the app even more.
(x) MQ10 : would you continue using the PEK after this survey? As seen in Figure 28 , almost half of the participants would continue using the app after the survey. Reasons why others would either maybe or not use it include "difficulty using the keyboard with other languages," "Google Play instructions were not [effective]," and "does not like the idea of the app collecting your passwords" while we explicitly note PEK does not collect any passwords.
Summary.
In summation, the pilot and main usability test results are extremely valuable. The pilot test allows the main issue of configuring the keyboard to be found. All the iPhone, Android, and basic cellphone users are allowed to participate in the pilot test because we want to see if there is a common thought process that is reoccurring across our participants. Surely, all participants share the same thought that the PEK will automatically be enabled after they turn it on in the language and input settings. This makes them a bit frustrated and lowers their motivation to continue using the app. The main usability test narrows down our audience strictly to Android users. Since the app is only currently available on the Google Play Store, we want to test the updated app only on the users that are familiar with the phone's system. The main improvement of the updated app that would directly affect consumers is the added on-screen configuration instructions. While there are other bug fixes and code improvements, this fix would directly be associated with our pilot test participants' configuration problem. Only 40% of our pilot phone based interviewees say that they would/might use the app in the future. That number drastically increases with the added instruction component to 88% in the web survey. The majority of personal responses on their interaction with the PEK claim to have no issues configuring the app and think it is easy. However, because all responses do not claim this, there is still room for improvement. Some of the critiques from the web survey suggested we have a more interactive instruction for configuring the keyboard. Ideas of having a showcase view for the PEK setup have been mentioned to attend to this request. Some other thoughts within the design team are to make the keyboard available in multiple languages to diversify the audience and increase future downloads. 
Related Work
Various side channel attacks against mobile devices aim to infer a victim's sensitive information, for example, passwords, entered on the soft keyboard of the touch-enabled screen. They can be classified into two categories: internal and external side channel attacks. In internal side channel attacks, it is assumed that an attacker is able to install a malware in a victim's device and exploit diverse sensor data inside a device, for example, front camera and microphone [20] , accelerometer [15] [16] [17] [18] [19] [20] [21] , and ambient light sensor [25] . In external side channel attacks, an attacker can exploit side channels outside a device. Three example external side channel attacks are residue-based attacks [1] [2] [3] [4] [5] , Wi-Fi-based attacks [26] , and vision-based attacks [6-12, 27, 28] . Intensive research efforts have been made to mitigate these side channel attacks in the past decades. For example, Hirsch [29, 30] invented a secure keypad input terminal to randomly display the ten numerical digits 0 through 9. McIntyre et al. [31] proposed a random PIN pad to display a random numerical keypad layout; however, for usage purpose, it still preserved the numerical order in the horizontal or vertical direction. Moreover, they adopted a regular hexagon background pattern for each key which significantly increases the number of possible key locations. Hoanca and Mock [32] investigated the arrangements for sixteen characters on a 4 × 4 screen to randomize the distribution in the vertical, horizontal, spiraling, diagonally, and other directions while preserving the lexicographic order. Shin [22] first generated a 10-button random keypad by randomly arranging the numbers and letters together. The user should remember the mapping relationship between the letters and numbers. Then a randomized letter keypad is displayed so that the user can recall the letters corresponding to the numbers of her password and input the password. Lee [33] proposed a method to randomly display ten numerical digits in arrays, matrix, a wheel format or with different key background colors, background patterns, shapes, and fonts. Kim [34] presented a scheme to first select 5 random numbers out of 10 and displayed them in a 12-button keypad layout. Then by pressing a "next" button, the remaining 5 numbers can be randomly displayed in the keypad. In comparison, our randomized keyboard can randomly arrange the 26-letter keyboard and automatically identify the type of the input box. Therefore, our privacy enhancing keyboard can provide both privacy protection and usability.
Randomized keyboards are often applied in online banking apps. However, they are application-level randomized keyboards that can only be used in a particular application. The PEK is a system-level Android keyboard that can be used for any application including screen lock, email, and banking. Moreover, it can sense the property of the input box to pop up an appropriate keyboard so as to improve the user experience. More importantly, we are the first to design a generic randomized keyboard for Android.
Conclusion
This paper presents a full-scale usability testing of a generic Android privacy enhancing keyboard (PEK), which can prevent various attacks against touch-enabled devices from inferring user pins or passwords. We perform an iterative two-round two-stage usability test including pilot usability tests and main usability tests for improving PEK for broad adoption. Based on the findings of the two usability tests in the first usability test, we implement new features in the current PEK. After the iterative improvement efforts, most users find our app easy to use and install. However, the usability test demonstrates the worrisome phenomena that many users blindly trust their phones for security or are not much concerned with the possible breaches. These phenomena demonstrate the human factor that contributes to the vulnerabilities of the cyber space.
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